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Instagram

Young people use Instagrata share images and videpthis guidegives advicen wayso stay safe
if young people choose to use the app.

What is it?

Instagramis aservicewhich allows the user to takend editphotosand videosand then post them
online. It can also be used tsharephotosand vide® on other popular services such &scebook,
Twitter, Flicky Tumblrand Foursquare.

To create an Instagram accouile app has to be downloadedit isavailable for freeon iOS or
Android phones and tablets, Windowsd?ie 8 and later versions. Once an Instagram account has
been set up, itan also be accessed through the Instagram website on other devices.

Young people enjoy takinghotos and sharingthem with added comments, which might use

hashtags (#)A user canlWf AR Y S 2 y Spicthre arS/i@epo &8 Of AO 1 Ay 3 2¢of (GKS W
double tapping the image. Usetanadd their owncommens about it, creating a comments thread

for each item

Instagram Stories

LYadlF3aINIyY Fff2a dzZaSNAR (2 ONBIGS WVathaagfedanQd { G 21
I dza SN a LINE anddiséppedrdftdiithis time.Rhis dalsinot necessarily mean the story

is completely removedrom the internet, however Videos and imageshared by a usecan be

recorded with another dvice. They can also be screenshmt other users anatan besaved or

shared without the usef2 permission or knowledge.

Instagram Live

Like many other popular appg,y a G F ANF Y KIF @S AyGNRRdAzZOSR | Wi A@S
users tocreate and uploadideos in real timeLive vigtos arethen instantly uploaded to Instagram
FYR OFy 0SS aSSy pedplethe uded addlcivedficvievi their Brddilitheyohave a
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private profile) or by anybody (if they have an open profif@llowersor other unknown usersan

commert on the videos as they are being viewdthese videos do not show dnK S dza SMBRAa LINR ¥F
with all content on Instagram, imagery can be screenshot or recoatatl can remain on the

internet despite the live video ending.

The default privacy setting wiin Instagramallows anybody to viewand comment on adza S NI &
photos and videos. Howevastivacy settinggseepage3) allow the userto decide ifthey want only
their Yollowerd1o seetheir photos and videgsand the comments about them.

DoeslInstagramhave any age restrictions?

Ly a i | BeNids ¥fQgstate that allusers must be at least 13 years @his is to complywith the
/| KAt RNBY Q& hyf Ay SintheNkhi@dS@atey. It aNIK tisrsilyaupgér tharOlid, they
have failed to complyvith the Terms of Use, but they are not breaking the law.

Users do not have to submit their age when registeramgaccount. Therefore childrenbelow the
ageof IV GAGK 2NJ gAGK2dzi GcEnSde Mtdgharvihgutirés@ctiadS NY A a & A 2y 0

If Instagram is informed that a es is under 13, the account mée deleted.
Should | be concerned abounstagran?

The main things that worry parents and carers about Instagram are typicaboy social media
services.Cyberbullying and inappropriate photos wideos being createdral shared by users is a
concernfor lots of parents Commentsimages and videos can be sexual in nature and this may be
innappropriate for younger users.

Like may other sites and apps, Instagram is popukdth both adults and children and there is
concern that strangers can contact young people dire®&k aware that some young people share
their usernames for other social medacounts they may haven their public Instagram account,
e.g. their twitter handt or Kik username, which means that unknown users can trare tthem on
these websites/apps.

Lyadl3aNry Ffaz2 TSI Gdz2NBa YiwhitBubeis can Sehdidach Btleand 1 y 2 6 y
up to 15 other people, private messagiestead of posting pitures to all of their followersDirect
YSaal3aSa | NB | OfrbwiaseSrRiralifekhRighibKihe imkirSphdtb feed.

© Instagram, ‘

InstagramDirect is automatically privat& his could be seen as a safer function in which photos are
shared with fewer people, however there are conte around diret messaging that should be
consideredUnknown people can send a user a direct messagage or videoThese messages will
appearin a Request Folder until the unknown person is approVée user carchoose to ignore the
unknown personand then their messages will be blocked. Any direct messages from a known user
will appear in the Direct Messages folder.
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Part of the appeal of Instmam is developing a big following and having a public prafiiehmeans

GKIFIG Fyeoz2zRe Oly WF2{it26Q (GKFG LISNARA2Y D ! LINR S G
dzZASNE ¢K2 (GKSy ySSRa (2 WILLNRZSQ fiksStYoPrivate? dz a K 2 c
so only people they have approved can view their images and videos. Tmitidate an ongoing
conversation with them about keeping themselves safe when using social media

Bot accounts

Anyoneoverthe age ofl3 can create an Inagram account. This haalowedsome organisatios

2L NI dzyAGe G2 ONBFGS WFF1SQ LINRPFAESE GKFEG OFy ¢
feature an attractive male or female profile picture. They will request to follow a user and then have

a lirk displayed in their profile. This leads the user to a site wheks can be malicious or

encourage users to share their personal information, which can then be sold. Bots can also be
commissioned or bought to attain more followers on Instagrdinis camive other users the

impression that a person or business has many followers and encourage other people on Instagram

to follow the person or brand.

For more information relating to the risks children and young people face online, visit
www.thinkuknow.co.uk/parents

How do privacy settings work oistagran®

By default, anybody can sean Instagranprofile, photos and videogdowever,userscanuse privacy
settings to share photos and videos with theilldavers only.

To setposts toprivate from the Instagram app:

Apple iOS

1. Go to profile by tappinE

2. Tap
3. Turn on thePrivate Accounsetting

Android

1. Go to profile by tappinH

2. Tap
3. Turn on thePrivate Accounsetting

Windows Phone

Go to profile by tappinE

TapEdit Profile
3. Turn on thePosts are Privatesetting by checking the box and then tap the check mark to
save changes

N =

Page3 of 7
Thinkuknow Parents and Carers guide to Instagram


http://www.thinkuknow.co.uk/parents

Please note:

1 Profile photos, usernamsandthe bio screen will always be public.

9 Users are able tdblock and remove followers on Instagraifihe personwho is blocked
g 2 y Qiaforraed about this

9 Shared private Instagram posts sent to social networks (e.g. Twitter) can be seen by the

public unless you have set up your privacy settings on those setvabrks too.

1 Be awarethat anybody is able to senghotos and videos directly tan account without
being a follower.

Remember to look oufior locationsharing which users can enablith the YAdd to your Photo Ma@
feature. It is setdffCby default We strongly recommend that young users do not change the setting
02 W2yQd ¢KAA& A asedutipdisites thekosation friich 4 ghotcoyvideol K A
was taken, which is risky information for a young person to share publically.

Who are myO K A frigRd3 an Instagran®

Instagramallowsusersto see who is ntheir followerslist. Theyalsohave the option to approve or
ignorea Yollow requesftin the Activiy section which can be found by clicking thutton shown

below.

If your child ues Instagram, talk to them about the people they follow on Instagram. Try to find out

how they know them, how often they intecawith them, andg K| 4 Q& Ay G SNBadAy 3 02
they post. Then ask them abotlteir own profile. What do they like about posting on Instagram?

Who follows them, and how do they know them? Remind them that if you have only met someone

online, you can never be sure that they are who they say they are.

How do | report tolnstagran®

If @2dz &aSS L2 a d 2NJ LINBFAES (KFIGUA y2@Eee T2F°F 29

https://help.instagram.com/4774341056211)9ou can report this directly to Instagram

¢ KS NI L2 NIisShotdhared vieh $hy piefs@ndvhose post or profiteey are reporting.

You cansee https find detailed advice on how to report various issues to Instagmamthe
Instagram website//help.instagram.com/372161259539444

How to report apostif you have an Instagram account

1. Tap (i0S and Windows Phone) _.  (Android) below the post
2. TapReport Inappropriate
3. Follow the onscreen instructions
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To report aprofile:

1. Tap (iOS) (WindowsPhone) on (Android) in the top right of the profile
2. TapReport Inappropriate(iOS and Android) dReport for Span{Windows Phone)
3. Follow the onscreen instructions

If you don't have an Instagram account, you camake a reportvia the website, at
https://help.instagram.com/contact/383679321740945

Using Instagram >

= Hac d Ac nt:
Managing Your Account >

— Impersenation Accounts
Troubleshooting and Login Help >

= Underage Children
Privacy and Safety Center >

— Hate Accounts
Instagram for Businesses > A

— Intellectual P t

— Exposed Private Information

=| selfinjury

= Abuse & Spam

— Exploitation

E Other Types of Reports

If you or anyone else sees images of sexual child exploitation on Instagram, you should follow the
instructions above to repoiit. Do not share the image or comment on it.

Hacked Accounts

If you think @ 2 dzNJ OKAf RQa I OO2,drgport itKthréugh otte Swebsit& Ivie | S R
https://help.instagram.com/368191326593075/?helpref=hc_fnav.

Hacked Accounts Hacked Accounts

Impersonation Accounts Learn what to do if you notice suspicious activity on your account:

v My account is posting unauthorized content.

Underage Children
“ | think my Instagram account has been hacked.

Hate Accounts
Protect your account with our security tips:

Intellectual Property Sec ur\'ty TIpS

Exposed Private Infermation Here are some things you can do to help keep your account safe:

Selfnjury + Pick a strong password. Use a combination of at least six numbers, letters and punctuation marks (like
!'and &). It should be different from other passwords you use elsewhere on the internet.

+ Change your password regularly, especially if you see a message from Instagram asking you to da so.
Abuse & Spam

During automated security checks, Instagram sometimes recovers login information that was stolen

from other sites. If Instagram detects that your password may have been stolen, changing your

Exploitation password on Instagram and other sites helps to keep your account secure and prevent you from

being hacked in the future.
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Impersonation Accounts

If someone created an Instagram account pretending to be ghid report it to Instagram here:
https://help.instagram.com/446663175382270/?helpref=hc_fnav

How do | block someone omstagran®

Users carblock followersfrom contacting themon Instagram This make the user appear to be
offline to the blocked individuabn their contact list

You can block someone using the Instagram app, but not on the web.

1. Tap their username to open their profile
2. Tap (iPhone/iPad)n(Android) or (Windows)

3. TapBlock User

To wnblock someone, follow steps2.above and then tafynblock User

If you can't find the person you want to block or unblock, they may have deleted their account or
their profile may be unavailable to you.

You can find out further information on the Instagram website on how to block people (see
https://help.instagram.com/4267005673895413/

How can | disabl@n Instagramaccount?

Profile photos, vid®s, comments, likes and folvers are removed when a user chooses to delete
their account permanently.

To deleteanaccount:
1. Leave the Instagram app and log imgtagram.confrom a computer
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